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Open Source

Smart Home Platforms



Expected Learning Outcomes

Understand the basic concepts and architecture of smart
home systems.

|dentify and describe various smart home devices and their
roles within a smart home ecosystem.

Explain the MQTT communication protocol and its
significance in loT and smart home environments.

Demonstrate the ability to integrate different smart home
protocols and devices to create a unified smart home system.



Expected Learning Outcomes

* Understand the principles of ZigBee wireless communication
and its applications in smart home networks.

* Understand the concept of Tasmota firmware for ESP-based
devices.

 Compare features between Tasmota and other solutions such as
ESPHome.

* Flash / configure Tasmota firmware on ESP-based devices, and
customize Tasmota settings for various sensor modules and
smart home applications.



Home Automation / Smart Home

A Smart Home, or Home Automation, refers to the
iIntegration of hardware and software into the home
environment to enhance convenience, security, and
energy efficiency through automated control.

 Smart home devices usually use wireless technologies
such as Wi-Fi, Bluetooth | BLE, Zigbee, Z-Wave or
Matter to communicate and interact.

 Smart homes can automate tasks based on schedules or
triggers according to specific conditions defined by users.



Home Automation / Smart Home

* Many smart home devices and platforms use
HTTPS and WebSocket protocols.

- HTTPS is a standard protocol used to secure
communications by encrypting data between the client
and the servers.

- WebSocket is a protocol providing full-duplex
communication channels over a single TCP connection.
It iIs commonly used for real-time communication
between devices and smart home platforms.



Commercial Smart Home Platforms

* Examples include:
- Apple HomeKit
- Samsung SmartThings
- Google Home
- Xiaomi Mi Home
- Tuya Smart



Open-source Smart Home Platforms

 Examples include:
- Home Assistant (HA): https://www.home-assistant.io/
- OpenHAB: https://github.com/openhab
- Domoticz: https://github.com/domoticz/domoticz

- 1oBroker: https://github.com/ioBroker/ioBroker


https://www.home-assistant.io/
https://github.com/openhab
https://github.com/domoticz/domoticz
https://github.com/ioBroker/ioBroker

Choosing Smart Home Platforms

* Key Issues when choosing smart home platforms
— Device Integration and Support
— Communication Protocol Support
- Ease of Use (Setup and Configuration)
- GUI User Interface / Dashboard
- Active Community and Support, Documentation



Choosing Smart Home Platforms

* Key Issues when choosing smart home platforms
- Active Development and Updates
- Extensibility and Customization
- Performance and Reliability
- Security and Privacy
— Scalability
— Multi-vendor Device Support
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Zighee

* Zighee Standard: The Connectivity Standards Alliance
(CSA), formerly known as the Zigbee Alliance, developed
the Zigbee standards.

* Zigbee is based on EEE 802.15.4, which is a standard for
low-rate wireless personal area networks (LR-WPANSs) for
the physical (PHY) and MAC layers.

* |t also adds its own layers including the network (NWK),
application (APL), and security (APS).
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Zighee

* Zigbee 3.0: The Zighee Pro specification adds new
features such as child device management, improved
security, and new network topology options.

* Zigbee networks typically operate on the following
frequency bands:

- 2.4 GHz Band (world-wide): 16 channels (hnumbered 11 to 26)
with a data rate of up to 250 kbps.

- 868 MHz Band (Europe)
- 915 MHz Band (North America)
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Zigbee Stack Components

Zigbee 3.0 and Next Versions Product implementation that uses the common device types
o " = < definitions (e.g, switches, bulbs, etc) and implements Zigbee
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0“' & or earlier network stack (your product implementation
o including features, commands, drivers, etc,
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Zigbee PRO 2023 or Earlier

“Zigbee Compliant Platform”

| Networlk Stack that delivers connectivity and enables
features for the product (Zigbee PRO 2023 or earlier
netwaork stack from your selected vendor)

IEEE 802.15.4 Radio

IEEE 802.15.4 physical radio and MAC layer that drives
| communication over low-rate wireless network
(represented by silicon chip from your selected vendor)

connectivity
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Image Source: https://csa-iot.org/newsroom/zigbee-stack-components/
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Zigbee 3.0 Stack

Business Application

Zigbee Device
Zigbee Base Device

Zigbee Pro APS Layer

Zigbee Network (NWK) Layer

|EEE® 802.15.4 MAC Layer

IEEE® 802.15.4 PHY Layer
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Image Source: https://www.digi.com/solutions/by-technology/zigbee-wireless-standard
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Features of Zigbee

Flexibility — Supports multiple network topologies such as point-to-point, point-to-multipoint and
mesh networks

Low-duty cycle — Provides long battery life

Low latency — Can easily transport sensor data with minimal latency

Scalability — Includes Direct Sequence Spread Spectrum (DSSS) up to 65,000 nodes per network
Robustness — Employs collision avoidance, retries and acknowledgments

Low power consumption — Zigbee devices can operate for several years on a single inexpensive
battery thanks to its use of a power-saving feature called “sleep mode”

Low data rate — With a data rate of up to 250 kbit/s, Zigbee is best suited for intermittent data
sensor or device transmissions

Security — Zigbee security uses 128-bit AES encryption as well as many additional security
techniques.
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Matter

* |tis a unified standard for device compatibility and
Interoperabillity, bridging gaps between different
communication protocols and ecosystems.

* |t supports networking and Internet connectivity (based on
IPv6) and is compatible with existing technologies,
Including Zigbee and OpenThread.

 Matter uses Thread | OpenThread as one of its
networking layers to support Mesh networking and low-
power communication between devices.

17



MQTT

* MQTT = Message Queuing Telemetry Transport

* |tis a lightweight, publish-subscribe network protocol
for efficient Machine-to-Machine (M2M) data transmission
In lIoT and smart home systems.

* MQTT operates over TCP/IP at the network transport
layer, which ensures that MQTT messages are reliably
transmitted over the network.
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MQTT

* MQTT Is based on a server-client architecture: MQTT
clients and MQTT brokers (servers) communicate
using TCP/IP sockets.

* Key functions of an MQTT broker include:

— Topic-based message routing

- Quality of Service (QoS) based message delivery

- Session Management for MQTT subscribers and publishers
- Security (Authentication and data encryption)

19



MQTT Brokers

 Many MQTT brokers do support WebSocket,
allowing web-based clients (such as browsers) to

connect to the MQTT broker.

* Examples of public MQTT brokers include:
- Mosquitto (open source)
- HiveMQ
- EMQX

20



ZigBee Hub

* AZigbhee Hub is a device that serves as a central
coordinator for a ZigBee network (called the Zigbee
network coordinator).

* |t also serves as a bridge between ZigBee devices
(Zigbee end devices or Zigbee routers) and other
systems, such as smart home platforms or cloud
services.

21



Examples of Zigbee 3.0 Hubs

Philips Hue Bridge

Samsung SmartThings Hub
Amazon Echo Plus

Tuya ZigBee 3.0 Smart Gateway Hub
Xiaomi Gateway (Zigbee 3.0)

Athom Zigbee 3.0 Gateway
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ZigBee2MQTT

It Is an open-source project that allows Zighee devices
to communicate with a smart home system via MQTT.

It acts as a bridge or gateway between Zigbee networks
and an MQTT broker.

Zighee2MQTT bridges the gap by converting Zigbee
communication to MQTT, allowing ZigBee devices to
work with MQTT-based smart home systems.

Many smart home systems and platforms support MQTT
for device integration.
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Home Assistant (HA)

* |t is an open-source home automation platform that
focuses on privacy and local control.

* |t provides a user-customizable dashboard to control
and monitor smart home devices.

* |t can integrate with popular voice assistants like
Amazon Alexa and Google Assistant, allowing for
voice control of your smart home devices.
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Options for Deploying HA

e Home Assistant OS: recommended installation method
- A dedicated OS for HA that runs on SBCs such as RPI.

* Home Assistant Core + Supervised:
- A manual installation of HAt on any Python-supported system.

* Home Assistant Container using Docker:

- A containerized installation of the HA using a Docker image
from Docker Hub.
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Node-RED

* Node-RED is an open source, flow-based
development tool for visual programming of home
automation tasks.

* |t provides a graphical user interface (GUI) for creating
and managing flows using a drag-and-drop approach.

e Node-RED can be installed as an add-on in Home
Assistant (for HA OS).
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Node-RED

* Node-RED supports a variety of communication
protocols and standards used in smart home
applications such as HTTPS, WebSocket and MQTT.

* Node-RED can be used with Home Assistant (HA),
which Is an open-source smart home platform, using
WebSockets for communication.

30



Firmware Options for Smart Home Devices

 Tasmota and ESPHome are both popular open-source
firmware options for ESP8266 and ESP32-based
devices, especially DIY projects.

- Tasmota: https://tasmota.github.io/docs/,
https://github.com/arendst/Tasmota

- ESPHome: https://esphome.io/index.html,
https://github.com/esphome/esphome

* Both software support over-the-air (OTA) updates of
firmware for ESP8266 and ESP32-based devices.
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Tasmota vs. ESPHome

* Both Tasmota and ESPHome are not a standalone smart home
platform but rather a tool for creating firmware for smart devices.
It is often used in conjunction with platforms like Home
Assistant.

 ESPHome utilizes the ESP-IDF framework and PlatformlO
(P1O core) for building its firmware and YAML is used to define
various settings and parameters for the ESPHome firmware.

* In contrast, Tasmota is based on the Arduino framework. The
Tasmota firmware utilizes Arduino core libraries for the
ESP8266 and ESP32 microcontrollers.
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Tasmota

 Tasmota is an open-source firmware designed
primarily for Espressif's ESP8266 and ESP32-based
devices, commonly used in smart home applications.

* Tasmota devices can be controlled via:
- Web Ul (https://tasmota.github.io/docs/WebUI/).
- HTTP / WebSockets, MQTT (Documentation and Serial port
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Tasmota

* Tasmota supports Over-the-Air (OTA) firmware
updates, simplifying the process of keeping devices
up to date.

* |t supports integration with smart home or home
automation platforms such as Home Assistant (HA).

* Documentation:
- https://tasmota.github.io/docs/
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Tasmota

* For ESP32 devices, the Tasmota source code
utilizes the Arduino-ESP32 core v3.0.x+.

* The following ESP32 device families are supported:
- Tensilica Xtensa based: ESP32, ESP32-52, ESP32-S3

- RISC-V based: ESP32-C2, ESP32-C3, ESP32-C6,
ESP32H2
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Tasmota Firmware Options

* There are two categories of pre-compiled
firmware files (.bin).

- Initial firmware vs. OTA firmware (from the official
OTA server).

- ESP8266: https://ota.tasmota.com/tasmota/release/
- ESP32: http://ota.tasmota.com/tasmota32/release/
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Tasmota Firmware Options

* There are different Tasmota firmware variants
(both initial and OTA firmware).

* |nitial firmware .bin files for different ESP families:
- ESP32: tasmota32.factory.bin
- ESP32C3: tasmota32c3.factory.bin
- ESP32S3: tasmota32s3.factory.bin
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Tasmota ESP32 Binarles - Chromlum

noka ESPIZ Binaries x4+

-
-

Release binaries for Tasmota firmware 14.1.0 Rachel on ESP32

Firnmicare for ESPI2 with easy configuiation using webll, OTA updales, AUDMAakon wsing Gmers of ulés, expandabilite and

entirely local control over MOTT, HTTR, Serial or KMX,

See RELEASE NOTES.

Find latest development binarbes lor Tasmata fimvsare an MIp Lol asmoli comAasmotn 3.

Find nifgase binaries for Tasmota fimesarne on ESEE266 a1 hlp: ot tasmotis comtasmotine s,

For an initial insialation of Tasmata use the webinstaller,

H yiou benedit trom the Tasmota project please consider making & donaton,

donate PayPal

These binaries are bullt using core 3.000

English language feature versions

OTA Firmwang
1B=mMA32-blveiooth.bin
1asmoea32-display.bin
fsmtad2irkin
1ot 2 vyl bin
18EmoLAS 2-nspanelbn
TESmoLa32-weboam. mn
1asmoea32-zhbrdgpro. bin
tasmatndd bin
tasmetnded bin
135MMAZZeT NN
lasmoa3Zot in
tasma32s2 hin
tasmatnd dsdodic. bin
nEmotnd2ed bin
135MMAZZeoio]_bin

OTA URL

hitpoliota. asmola.comtasmola3 2rele aseAas motad 2-bluetooth. bin
hitpctiota, Esmola. comiasmolaiZireieasenasmotad2-display, bin
hitpctiota, asmela comiasmolad2irmeaselas moind din bin
higpoliots. msmota comtasmotad 2ireleasefas motnd 2.-hgl. bin
hirpcfiota. tasmola comitasmalad 2irele aeeNas motad2-nspanel bin
hitpoliota. tasmola.comitasmola3 2rele aseAas motad 2-weboam bin
hitpolicta. asmola.comiasmoladareieasenas motad 2-zhbrdgpeo.bin
hitpcliota, asmotacomiasmolad2irioaselasmotnd 2 bin

higpoiiots. msmota comitasmotad2ireleaseiasmotnd 22 bin
hirpofiota. tasmola comitasmalad 2irele aeenas motad2ed bin
hitpliota. tasmola.comtasmola32rele aseAas motad 2c6 bin
hitpclicta. asmola.comiasmolad2reieasefasmotad2s 2 bin

hitpcliota, asmotacomiasmolad2iriaselasmotnd 25 2odc bin
higpoiiot. msmota comitasmotad 2ireleasenasmotnd 253 bin
higpofiota. asmola.comitasmalad 2irele asenasmotad Zeoiol_bin

Sire Timestamp

17028 20240603 14:26
13806 20240603 14:26
1354k 20240603 1426
25006 20240603 14:28
2034k 20240603 1426
12968 20240603 14:26
1578 20240603 14:26
2034k 20240603 1426
1926k 20240603 14:28
2007k 20240603 14:26
D6 20240603 14:27
1947k 20240603 14:27
19T4m 20240603 14,27
1975k 20340603 14:27
1997k 20240603 14:26

=T Y

[ All Bookmarks
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Tasmota ESP32 Binarles - Chromlum = 8 =

Tasmoka ESP32 Binaries =+

o 23 otatasmota.com/ ; g =)

3 AllBockma

Factory binaries to be used for inital flashing using esptool

example Nashing iniial tasmata:

esptool.py write flash 8x@ tasmotal2. factory.bin

hinitiz) Firmwaroy Size  Timestamp

1AMoLl 2-Dlwerooth. facLony.bin 29k 20240603 L4:26
1asmiotal Z-display.factonyiHn 255k 20240603 14:26
1aEmotadZ-iriacion bin 2250k 20240603 14:26
tasmotad-vgl.tactory hin 2405k 20240603 14:26
Emotnd 2 nspancl el bin 20308 202408032 14:26
1aEmotad 2-webeam. faciony. bin 2194k 20240603 14:26
1asmiotalZ-zbbrdgpro. factonbin 40ask 20240603 14:26
1a=motadZ facton bin 2030k 20240603 14:26
tasmiotad Fe2 Aaciony, bin 2E2ER 20240603 14:26
1m0 2e 3 S oy, bin 201k 202408032 14:27
laEmotad 26 1aciony. bin 204Fk 20240603 1427
1asmiotal 2s 2 1acion. bin 2643k 20240603 14:27
1BEmEa3 252 cde 1Rci ony. bin 2670k 20240603 14:27
tasmptad 2s3 daciony, bin 2ETIR 20240603 2427
1ot 2okl _fecion bin 2B9Zk 202408032 14:26

Non-English lamguage versions of tasmotal2 factony. bin

Inicial Firmware Size  Timestamp Lamgyueagpe

tasmotadZ-AD factorybin 2631k 20240603 14:27 Catalan (Andorra)

tEmotnd 2AF tctony. bin 2601k 202408032 RA:2T Adricaans (South Africa)
1asmotas 2B, Iacony. bin 2030k 20240602 14:37 Bulgasian [Bubgaka)
1aEMMAIZ-BR. factorykn 2032k 20240603 14:2T7 Poeuguess (Brazil)
lasmota3zZ-CH 1aciony. bin 2030k Z0Z40603 14:27 Simplined Chinese (China)
tasmotad-C 2 iactony. bin 2438k 20240603 14:27 Czech with diacritics (Crech)
tEmotnd 2:DE. factory bin 2637k 20240802 14:27 Gorman (Geimany)
1asmotad2-ES 1ae1ony. bin 2037k 20240602 14:37 Spansh (Spain)

185Ma32-FR a0 bin 2037k 20Z40603 14:27 French (France) il



Tasmota Firmware Flashing

* The initial firmware can be flashed using ESPTool
(a Python-based tool) developed by Espressif:

$ esptool.py write_flash Ox0 <tasmota32.factory.bin>

 Alternatively, Tasmota firmware can be flashed onto
an ESP32 device via the Tasmota Web Installer.

- URL https://tasmota.github.io/install/
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Tasmota Firmware Flashing

* After the initial firmware has been flashed and the
device is configured to connect to a Wi-Fi network, it
can be updated with OTA firmware (over Wi-FI).

 Tasmota's Device Template

- Atemplate defines an ESP8266 or ESP32 device and how
Its GPIOs are assigned.

- Learn more about templates:
https://tasmota.github.io/docs/Templates/
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Tasmota Firmware Build

* Since Tasmota firmware Is open source, users can
configure and compile custom versions (for example,
using a Docker container).

- Firmware Options: Choose between tasmota
(for ESP8266) or tasmota32 (for ESP32).

- Customization: Modify features by editing the
user_config_override.h file.

* Documentation:
- https://tasmota.github.io/docs/Compile-your-build/
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Tasmota Rules

* Tasmota supports rules that are used to trigger events
and send MQTT messages, or trigger other rules or
actions, enabling complex automation seguences.

* Example:

— Turn on an air-conditioner when a temperature sensor
reading exceeds 25°C and send an MQTT message to the
MQTT broker when this happens.
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v 4 Tasmota Supported Dev X  +

@ TASMOTA

Search...

templates.blakadder.com

Preflashed Devices
Type | Standard

Bulbs

Type | Socket
Curtains, Shutters an...
Wall Switches and Di...
Module Switches an
Lights and LEDs
Plugs and Sockets
Sensors
Appliances
Development Boards...
ESP32 Based Devices

Devices by Standard
EU|US|UK|AU]|
BRICHIFRIILIIN
[ITIJP|ZA|
GLOBAL | ALL

Unsupportable Devic..

How to use Templat...

Tasmota Supported Devices Repository

Tasmota Supported Devices Repository - Chromium

Tasmota Supported Devices Repository

Recently added:

M5Stack NanoC6 Dev Kit Development Board
(C125)

Dingtian 4 Channel Relay Board (DT-R004)

Seeed Studio XIAQ ESP32C6 Development Board
(XIAO-ESP32-C6)

Adafruit ESP32-S3-DevKitC-1-N32R8V
Development Board (ESP32-53-DevKitC-1-
N32R8V)

Espressif ESP32-53-DevKitC-1-N16R8V
Development Board (ESP32-S3-DevKitC-1-
N16R8V)

Shelly Plus Add-On Temperature Sensor
(SHELLYPLUSADDON)

Powrui 4USB 3AC Power Strip (AHR-087)

b g

2807 supported devices submitted by you!

Devices by electrical standard:

E==n
ST
oEnnn
T

Light Bulbs by base

See world map of plugs and light bulb base list for more

nformation.

Unsupportable devices:

LIST ALL ADD INCOMPATIBLE

D-link Plug (DSP-
W215)

HAMA GU10 5,5W CCT
Bulb (00176585)

Sonoff Mini Extreme

Contact it H Matter Switch Module
(MINIR4M)
ADD NEW TEMPLATE - e
_ &  Jula Anslut Plug (11388) - DIY Replacement ® Walmart Great Value
'S AT TH Caall Mal A1D

)

A a

2807 supported devices
Last access: 2024-08-13




Tasmota Device Setup

» Steps to do after flashing the Tasmota firmware to an
ESP8266 / ESP32 device.

— Initial Wi-Fi Setup: Connect to the ESP32's Wi-Fi AP with the
SSID: tasmota-XXXX where XXXX are hexadecimals.

 The default IP address of the device: 192.168.4.1.

- WI-Fi Setting: Enter the SSID and password for the Wi-Fi network
to be used and reset the device.

— Device Configuration: Set the device template and other
configurations.
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Initial Wi-Fi Setup

Hotspot Login

Tasmota

Select your WiFi Network

Wifi parameters

WiFi Network

WIFi Password =

More Options 46



Tasmota Web Interface - the Main Menu page

Tasmota - Maln Menu = Chromium

v  EX Tasmota - Main Menu X+

& & O A bobsecure 19216801137 r ® 0 P

3 All Bookmarks

ESP32C3

Tasmota

OFF

Toggle

Configuration
Information
Firmware Upgrade
Tools

Restart




Tasmota Web Interface — Configuration Settings

Tasmota - Configuration - Chromium

v B Tasmota-Configuration x  +

£« 3 O A Notsecure 192.168.0.113/cn?
2 all Bookmarks

Tasmota

Configure Module
Configure WiFi
Configure MQTT
Configure Domaticz
Configure Timer
Configure KNX

Auto-configuration

5% Configure Matter

Configure Logging
Configure Other

Caonfigure Template

Reset Configuration

Backup Configuration




Tasmota Device Template and GPIO Configuration

Tasmota - Configure Other - Chromium

~ BB Tasmota-Configure Oth x  +

< 2 & A Notsecure 192.1680.11

[ all Bookmarks

r Other parameters

Template ——

'NAME™:"ESP32C3","GPIO™[1,1,1,1,1.1
B Activate

Web Admin Password Bl

+ HTTP APl enable

+ MQTT enable
Device Name (Tasmota)
Tasmola

Friendly Name 1 (Tasmota)
Tasmota

- Emulation

O None
@ Belkin WeMo single d
@ Hue Bridge multi de

Configuration




User-defined GPIO Settings for ESP32C3 Device

Tasmolta - Conflgure Template - Chromium = B B

e

~ [l Tasmota-Configure Ten =+

& = O A Notsecure 1921680.113/tp? -3 =T

2 All Bookmarks

Name ESP32C3
Based on ESP32C3 (1)

GPRIOD
GPIO1
GPIOZ
GPIO3
GPIO4
GPIOS
GPIDE
GPRIO7
GPIOB
GPIOS
GPIO10

GPIO1E
GPIO19
GPIO20
GPIOZ1




User-defined Settings for MQTT Broker

Tasmota - Conflgure MQTT - Chromium
v B Tasmota-Configure MC = 4
€& < O A Notsecure 192.1680.113/mg? by & 0 R 5 &

2 All Bookmarks

ESP32C3

Tasmota

- MQTT parameters

Host ()
Port (1883)
1883
W MQTT TLS
Client (DVES_BBTBFC)
DVES_9406X
User (DVES_USER)
DVES_USER

Password B

Topic = %topic (tasmota_BBTBFC)
tasmota_¥e06X

Full Topic (3prefuda/¥otopic)
YeprefixdHtopich/

Configuration




Sonoff BASICR4 Switch Module (BASICR4)

Available from:

ltead.cc
Aliexpress.com
® e e
Banggood.com
ik ;|
e
AL
TR
;i
| -]
=0 =3
i sd

Install method:
USB to Serial

Configuration for ESP32-C3

"Sonoff Basic R4"

GPIO #
GPIOOD
GPIOOT
GPIOO2
GPIOO3
GPIO04
GPID05
GPIOOG
GPIOO7
GPIOOS
GPIO0Q
GPIOT0
GPIOT2
GPIOT3
GPIOT8
GPIOTQ

ESP32-C3

Component
None
None
None
None

Relay 1
None
LedLink
None
None
Button 1
MNone
None
Naone
None

None -

EDIT ON GITHUB

Image Source: https://templates.blakadder.com/sonoff BASICR4.html
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Tasmota — Matter Support

(ESP32 )\
Espao.ca || Relays
ESP32-S2 Lights
é ESP32-S3 Sensors
HomePod /\
Apple TV (D
Apple Home \é/
Tasmota
Echo
alexa . WIFI / Ethernet PR3 Relays
N—1 e S IPv6 link-local /\ Lights
Gl Lo IPv4 tolerated Sensors
Amazon Alexa 2 gen ( ) (EsP32 | e _ptte (D
Espszcs | W
ESP32-S2
ESP32-S3
0 k Google Home /\ Tasmota
‘ Nest Mini CD Wik =
Google Home Ll TTp OpenBK
Tasmota —
Examples of Matter controllers BK* chips
A same device can be controlled
by multiple controllers at the same time_ Matter Bridge Mode

Image Source: https://tasmota.github.io/docs/Matter/


https://tasmota.github.io/docs/Matter/

Key features of Tasmota

* To summarize, the following are key features of Tasmota:
- Open source and free
— Support for a wide variety of sensor modules
— Customization, flexibility and local control
- MQTT support
- OTA firmware support
— User-Friendly Web Interface
- Low-code or no-code feature customization
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