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The MQTT Protocol

for loT Applications



Expected Learning Outcomes

e Setting up an MQTT broker on Linux:
- Environment Setup: Use an Ubuntu VM and an SBC.

- Installation: Install and run a Mosquitto MQTT broker on
Linux, either through a native installation or using a Docker

Image. .
* MQTT client programming:

- MQTT Clients: Write Python, C/C++ and Arduino code for
message publication / subscription via MQTT.

- Testing: Use real Arduino boards and/or the Wokwi
simulator to demonstrate and test Arduino sketches.



MQTT

« MQTT = Message Queuing Telemetry Transport

- an open OASIS standard (since 2013) and an I1SO
recommendation (ISO/IEC 20922) — an the most commonly
used messaging protocol for the Internet of Things (loT).

- a lightweight publish / subscribe messaging transport
protocol for machine-to-machine (M2M) communication.

- widely used for messaging and data exchange between loT
and Industrial 10T (lloT) devices, such as embedded
devices, sensors, industrial PLCs, etc.



MQTT

* The MQTT protocol is used to connect devices based on
the publish / subscribe (pub/sub) pattern.

— The sender (publisher) and the receiver (subscriber)
communicate via topics.

— The connection between them is handled by the MQTT
broker, which filters and distributes incoming messages to
the subscribers.

* Unlike HTTP’s request / response paradigm, MQTT is
event-driven and the broker decouples the clients
(publishers and subscribers) from each other.
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MQTT Protocol Versions

* There are two versions of the specification: MOQTT 3.1.1
and MQTT 5.

- Most commercial MQTT brokers now support MQTT 5 but
many of the loT managed cloud services only support MQTT
3.1.1.

— It is highly recommended to use version 5 for new loT
deployments due to the new features that focus on more
robust systems and cloud native scalability.

http://docs.oasis-open.org/mgtt/matt/v3.1.1/mqtt-v3.1.1.html
http://docs.oasis-open.org/mqgtt/mqtt/v5.0/os/mqtt-v5.0-0s.html 8
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Benefits of MQTT

* Lightweight and efficient to minimize resources required for
the client and network bandwidth and supports:

- Quality of Service (QoS) levels to support message reliability.

— Persistent sessions or connections between device and server
that reduces re-connection time required over unreliable networks.

- Message encryption with SSL/TLS protocols (v1.3/v1.2/v1.1)
and server / client authentication.

* Providing a good choice for wireless networks that experience
varying levels of latency due to occasional bandwidth
constraints or unreliable connections.



Examples of MQTT Use Cases

Smart home systems

Smart farming and agricultural / precision farming

Smart metering and billing systems

Gathering ambient or environmental sensor data

Machine health data monitoring for preventive maintenance
Remote asset management

Remote performance monitoring

10



Upstream / Oil Exploration

g

Qil well

Midstream

Pipelines

Downstream

Refinery

Py
~

@ =5

lloT Gateway

N
A

— =)

lloT Gateway

Py

e

lloT Gateway

MQTT
Sparkplug

MQTT
Sparkplug

—

MQTT
Sparkplug

——

Enterprise / Cloud

&

HIVEMQ

[ooo M][ooo M]
T ! L 4 T

1 I
L J

o

[000 Wﬂ][looo ‘MZ]]

MQTT Broker

AN

Control Center

Oil & Gas Remote Asset Management
(Image source: https://www.hivemqg.com/solutions/energy-solution-whitepaper/ )

Event
Ingest

Data
Exploration

- »



https://www.hivemq.com/solutions/energy-solution-whitepaper/

MQTT Architecture

The MQTT broker is responsible for dispatching messages between
senders and the receivers.

A MQTT client publishes a message with a specific topic to the
broker and other MQTT clients can subscribe to the topics they want
to receive.

The MQTT broker uses the topics and the subscriber list to dispatch
messages to appropriate clients and is able to buffer messages that
can’'t be dispatched to MQTT clients that are not connected. This is

very useful for situations where network connections are unreliable.

The protocol supports 3 different types of QoS messages:

O - at most once, 1 - at least once, and 2 - exactly once. "



MQTT Clients

* There are open source libraries for MQTT clients
available in different computer languages.

- Eclipse Paho Library (C, Python, ...)

* https://www.eclipse.org/paho/

- HiveMQ MQTT Client Library (Java)
* https://github.com/hivemag/hivemqg-mqtt-client
- MQTT.js and Async-MQTT.js (Node.|s)
* https://github.com/maqttjs
 https://github.com/mattjs/async-maqtt

13
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MQTT Clients

Open Source Arduino Libraries

- MQTT Library (by Joel Gaehwiler)
* https://www.arduino.cc/reference/en/libraries/maqtt/

— PubSubClient (by Nick O'Leary)
* https://github.com/knolleary/pubsubclient

- Async MQTT Library (for ESP8266 / ESP32)
 https://github.com/marvinroger/async-mqtt-client

- AsyncMQTT_Generic Library (by Marvin Roger & Khoi Hoang)
 https://github.com/khoih-prog/AsyncMQTT_Generic

- Adafruit MQTT Library
* https://github.com/adafruit/Adafruit. MQTT _Library

15
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GUI-based MQTT Clients

 Examples of GUI-based MQTT Client Apps.

- MQTT Explorer (free, open source)
* https://github.com/thomasnordquist/MQTT-Explorer
* https://mqtt-explorer.com/

- MQTTBox
* https://github.com/workswithweb/MQTTBox

- MQTT Web Client
* https://mqttx.app/

16


https://github.com/thomasnordquist/MQTT-Explorer
https://mqtt-explorer.com/
https://github.com/workswithweb/MQTTBox
https://mqttx.app/

MQTT Brokers

 Examples of open source MQTT brokers:

- Eclipse Mosquitto
 https://github.com/eclipse/mosquitto

- HiveMQ Community Edition
* https://github.com/hivemg/hivemqg-community-edition

17
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Public MQTT Brokers
* Examples of public MQTT brokers:

- Mosquitto Broker <

* https://test. mosquitto.org/ a MQTT
- HiveMQ Broker «f(n»

* http://broker.hivemqg.com/ mosauitto

- EMQX Broker
* https://www.emqgx.com/en/mqtt/public-mqtt5-broker

18
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MQTT Sessions

* An MQTT session is divided into four stages: connection,
authentication, communication and termination.

* A client starts by creating a TCP/IP connection to the broker
by using either a standard port or a custom port defined by
the broker's operators.

* During the communication phase, a client can perform
publish, subscribe, unsubscribe and ping operations.

* When creating the connection, it is important to recognize
that the server might continue an old (persistent) session
If it Is provided with a reused client identity.

19



Encryption and Authentication

* The standard ports are 1883 for non-encrypted
communication and 8883 for encrypted communication.

— using Secure Sockets Layer (SSL) / Transport Layer Security (TLS).

* During the SSL/TLS handshake, the client validates the
server certificate and authenticates the server.

* The client may also provide a client certificate to the broker
during the handshake. The broker can use this to authenticate
the client.

20



MQTT Control Packets

Control Packet

CONNECT

CONNACK

SUBSCRIBE

SUBACK

UNSUBSCRIBE

UNSUBACK

PINGREQ

PINGRESP

Direction of Packet Flow

Client to Broker

Broker to Client

Client to Broker

Broker to Client

Client to Broker

Broker to Client

Client to Broker

Broker to Client

Description

Connection request

Connect acknowledgment

Subscribe request

Subscribe acknowledgment

Unsubscribe request

Unsubscribe acknowledgment

PING request

PING response
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MQTT Control Packets

Control Packet

DISCONNECT

PUBLISH

PUBACK

PUBREC

PUBREL

PUBCOMP

AUTH

Direction of Packet Flow

Bidirectional

Bidirectional

Bidirectional

Bidirectional

Bidirectional

Bidirectional

Bidirectional

Description

Disconnect notification

Publish message

Publish acknowledgment (QoS 1)

Publish received (QoS 2)

Publish released (QoS 2)

Publish complete (QoS 2)

Authentication

22



MQTT Messages

 Each MQTT message consists of a fixed header (2 bytes),
an optional variable header, a message payload that is
limited to 256 megabytes of data (called Binary Large
Object or BLOB) and a QoS level.

MQTT Packet Format Fixed Header

Fixed header > Bit 7 6 5 4 3 2 1 0

Variable header bytel MQTT Packet type Flags
Payload byte2... Remaining Length

23



Topic-based Message Routing

* Topic is a hierarchical structured string, like:
- chat/room/1

- sensor/10/temperature
- sensor/+/temperature
- $SYS/broker/metrics/#

« A forward slash (/) is used to separate levels within a topic tree
and provide a hierarchical structure to the topic space.

e The number sign (#) Is a wildcard for multi-level in a topic.

* The plus sign (+) is a wildcard for single-level. o
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Client A Broker Client B

CONNECT

CONNACK

Example of an MQTT connection -
(QoS 0) with connect, publish /

subscribe, and disconnect. PUBLISH
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PUBLISH

temperature/floor
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PUBLISH
t araturefroof

DISCONNECT

Image source; https://en.wikipedia.org/wiki/MQTT
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QoS 0

QoS 0:AT most once(deliver and forgot)

Publisher

Delete(Msg)

Publisher

Broker

PUBLISH(QoSO,Msg)

Subscriber

PUBLISH(QoSO,Msq)

Broker

Subscriber

Image source: https://emgx-enterprise-docs-en.readthedocs.io/en/latest/mqtt.html
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QoS T:AT least once
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Image source: https://emgx-enterprise-docs-en.readthedocs.io/en/latest/mqtt.html
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QoS 2:Exactiy once
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MQTT Ports

Plain MQTT (default port: 1883)

Plain MQTT with client authentication
- Username / password protected

MQTT over TLS (default port: 8883)

MQTT over TLS with client certificate

MQTT over WebSockets (default port: 9001)
MQTT over WebSockets with TLS

TLS = Transport Layer Security

30



Mosquitto Servers for Testing

1883 :

: MQTT, unencrypted, unauthenticated
1884 :
8883 :
8884 :
8885 :
8886 :
8887 :
8080 :
8081 :
8090 :

8091 .
Source: https://test.mosquitto.org/

MQTT, unencrypted, authenticated

MQTT, encrypted, unauthenticated

MQTT, encrypted, client certificate required

MQTT, encrypted, authenticated

MQTT, encrypted, unauthenticated

MQTT, encrypted, server certificate deliberately expired
MQTT over WebSockets, unencrypted, unauthenticated
MQTT over WebSockets, encrypted, unauthenticated
MQTT over WebSockets, unencrypted, authenticated
MQTT over WebSockets, encrypted, authenticated
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Installation of Mosquitto (MQTT) client package on Ubuntu:

$ sudo apt update

$ sudo apt install mosquitto-clients -y

Show the version of the Mosquitto client commands:

$ mosquitto _pub --version
mosquitto _pub version 2.0.11 running on libmosquitto 2.0.11.

$ mosquitto _sub --version

mosquitto_sub version 2.0.11 running on libmosquitto 2.0.11.

32



Subscribe messages for a topic at test.mosquitto.org using port 1883.

$ mosquitto sub -h test.mosquitto.org -p 1883 -t 'test/1234/#'

Publish a message to test.mosquitto.org using port 1883.

$ mosquitto _pub -h test.mosquitto.org -p 1883 -t 'test/1234/msg’' -m 'hello’

Run commands with the -d option

$ mosquitto pub -h test.mosquitto.org -p 1883 -t 'test/1234/msg' -m 'hello' -d
Client (null) sending CONNECT

Client (null) received CONNACK (©)

Client (null) sending PUBLISH (do, g@, ro, ml, 'test/1234/msg', ... (5 bytes))
Client (null) sending DISCONNECT

33



Online Client Certificate Generator

C @ test.mosquitto.org/ssl/

Generate a TLS client certificate for
test.mosquitto.org

This page allows you to generate an x509 certificate suitable that
will allow you to connect to the TLS enabled ports on
test.mosquitto.org that require a client certificate, i.e. port 8884.

To use it, you will need to generate a PEM encoded Certificate
Signing Request (CSR) and paste it into the form. After you
submit the form, the certificate will be generated for you to
download. The certificates are valid for 90 days.

Generate a CSR using the openssl utility
Generate a private key:
openssl genrsa -out client.key

Generate the CSR:

openssl req -out client.csr -key client.key -new

When you are generating the CSR, please do not use the default

https://test.mosquitto.org/ssl/

(®) mosavitto

Paste your CSR here

————— BEGIN CERTIFICATE REQUEST-----
MIICIDCCAXwWCAQAWTzELMAKGA1UEBhMCVEgXEDAOBgNVBAgMBOIhbmdrb2sxDzAN
BgNVBAOMBktNVVROQjEdAMBsSGA1UEAwwUaW9OLWttdXRuYi5naXRodWIuaW8wggEi
MABGCSqGS Ib3DQEBAQUAA4IBDWAWEEEKAOIBAQCA3vVrG155ID+]7CbyKGwfOP2g
T7kAcN+VSrGG23eI+6cDgxeAVoWU4pY9I9mbV12fBw04hQTa9fDRNw7FappzN8OC
a4zqsyROOuXvaLRFOmHXyKZvez2KGICpNtChPWOmMPbC2mBTrUrnWynXeusbUh2cZ
Sfu9hEAk3cLG3yhuCW8Ma8ufaBelZGjweAZFDAiT41mulq@ehp6181/6XXkRxLFz
IL6QL2Cpg/pllSOm7Z37xCop911f2gNBatRUtVQa/ma2lqrioEPIckkIMxMAyNnrx
ksaH/ebdoAa+G3E71G1PQhzG8K1ccRwGkpOMbpxhqrTH2+zuYDk8KePNjITVAgMB
AAGEADANBgkghk 1G9wOBAQsFAAOCAQEACO+E1vsknhpHHXnFdSVCsWVKtS5tibU6
G5FA607HAPSTFXQ1s8pI/w/pgXkJe/Jow3VseWedUYX1z3IsA2HC1ARv7zpfih1e
€9YaU8H5II90M3B1xnCIHITZVKOZNk84U4Ft8FjqR1GFNj/BIskfRKpktz7LADr7
NI5SQtkjdjlylaxIOROXiVwr3ifgZme7iYMV4rTx6ckj/MBHGzONMmgGRIUGUVS/3T
s@T1gwHOAddY6EhG954kFO7cbW16mAiQbiMeSO7Wnm6CaEEDT85BA32Xbzk7Wipx
OkRwuTQv7LOsZM/K6L2Ky6SiHw2kHD9aCZ2AatG+UtL+QKgvu3a/QQ==

Donate

B visa |visA (2 @)t
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Subscribe messages for a topic at test.mosquitto.org using port 8883 or 8884.

$ mosquitto sub -h test.mosquitto.org -p 8883 -d \
--cafile mosquitto.org.crt -t 'test/1234/#"' -V mqttv5 -q 2

$ mosquitto sub -h test.mosquitto.org -p 8884 -d \
--cafile mosquitto.org.crt --cert client.crt --key client.key \
-t "test/1234/#' -V mqgttv5 -q 2

Publish a message to test. mosquitto.org using port 8884.

$ mosquitto _pub -h test.mosquitto.org -p 8884 -d \
--cafile mosquitto.org.crt --cert client.crt --key client.key \
-t '"test/1234/msg' -m 'hello' -V mqgttv5 -q 2
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H ubuntu@LENOVO-LAPTOP: ~/MQTT

ubuntu@LENOVO-LAPTOP: ~/MQTT$ mosquitto_sub —h test.mosquitto.org —p 8884 —d \
> -——cafile mosquitto.org.crt ——cert client.crt ——key client.key \
-t 'test/1234/#' -V mqttv5 -q 2
Client (null) sending CONNECT
Client auto-EAB391AB-93F7-CUC6-863C—-02BF2FOBUE83 received CONNACK (0)
Client auto—EAB391AB-93F7-CUC6-863C—02BF2FOBUE83 sending SUBSCRIBE (Mid: 1, Topic: test/1234/#, QoS: 2, Op
tions: 0x00)
Client auto-EAB391AB-93F7-CUC6-863C-02BF2FOBUE83 received SUBACK
Subscribed (mid: 1): 2
Client auto-EAB391AB-93F7-CUC6-863C—-02BF2FOBUES3 received PUBLISH (d®, g2, r0, ml, 'test/1234/msg', ... (5
bytes))
Client auto-EAB391AB-93F7-CUC6-863C-02BF2FOBUE83 sending PUBREC (ml, rc@)
Client auto-EAB391AB-93F7-CUC6-863C-02BF2FOBUYES3 received PUBREL (Mid: 1)
Client auto—EAB391AB-93F7-CU4C6-863C—-02BF2FOBUE83 sending PUBCOMP (ml)
hello

ubuntu@LENOVO-LAPTOP:~/MQTT$ mosquitto_pub —h test.mosquitto.org —p 8884 —d \

> ——cafile mosquitto.org.crt ——cert client.crt ——key client.key \

> -t 'test/1234/msg' -m 'hello' -V mgttv5 —q 2

Client (null) sending CONNECT

Client auto—72971754-98AA-CAFU-6AUB—-FA1AD75C1DCO received CONNACK (0)

Client auto-72971754-98AA-CAF4-6AUB-FA1AD75C1DCO sending PUBLISH (d@, g2, r®, ml, 'test/1234/msg', ... (5
bytes))

Client auto—72971754-98AA-CAFU-6AUB-FA1AD75C1DCO received PUBREC (Mid: 1)

Client auto-72971754-98AA-CAF4-6AUB-FA1AD75C1DC@ sending PUBREL (ml)

Client auto-72971754-98AA-CAF4-6AUB-FA1AD75C1DCO received PUBCOMP (Mid: 1, RC:0)
Client auto-72971754-98AA-CAF4-6AUB-FA1AD75C1DCO® sending DISCONNECT
ubuntu@LENOVO-LAPTOP: ~/MQTTS




Subscribe messages for a topic at broker.emqx.io using port 8883.

$ mosquitto_sub -h broker.emgx.io -p 8883 -d \
--capath /etc/ssl/certs/ -t 'test/1234/#' -V mqgttv5 -q 2

Publish a message to broker.emqx.io using port 8883.

$ mosquitto pub -h broker.emgx.io -p 8883 -d \
--capath /etc/ssl/certs/ -t 'test/1234/msg' -m 'hello' -V mqttv5 -q 2

Publish a message to test.mosquitto.org using port 8885.

$ mosquitto pub -h test.mosquitto.org -p 8885 -d \
--cafile mosquitto.org.crt --cert client.crt --key client.key \
-t "test/1234/msg' -m 'hello' -V mqttv5 -q 2 \
-u 'rw' -P 'readwrite'’

37



I,,_J ubuntu@LENOVO-LAPTOP: ~/MQTT

> -——capath /etc/ssl/certs/ -t 'test/1234/#' -V mqttv5 —q 2

Client (null) sending CONNECT

Client MzA20DQzODYwOTEGMTI2MzYxMDU4MzY3NTI20TEyMDAWMDA received CONNACK (@)

Client MzA20DQzODYwOTEGMTI2MzYxMDUU4MzY3NTI20TEyMDAWMDA sending SUBSCRIBE (Mid: 1, Topic: test/1234/#, QoS: 2, Options: 0x00)
Client MzA20DQzODYwOTE®MTI2MzYxMDUU4MzY3NTI20TEYMDAWMDA received SUBACK

Subscribed (mid: 1): 2

Client MzA20DQzODYwOTE@MTI2MzYxMDU4MzY3NTI20TEyMDAWMDA received PUBLISH (d@, g2, r®, ml, 'test/1234/msg', ... (5 bytes))
Client MzA20DQzODYwOTEGMTI2MzYxMDULMzY3NTI20TEYMDAWMDA sending PUBREC (ml, rc@)

Client MzA20DQzODYwOTEGMTI2MzYxMDULMzY3NTI20TEYMDAWMDA received PUBREL (Mid: 1)

Client MzA20DQzODYwOTEGMTI2MzYxMDULMzY3NTI20TEYMDAWMDA sending PUBCOMP (ml)

hello

ubuntu@LENOVO-LAPTOP: ~/MQTT$ mosquitto_pub —h broker.emqx.io —p 8883 —d \
——capath /etc/ssl/certs/ -t 'test/1234/msg' -m 'hello' -V mqttv5 —q 2

(null) sending CONNECT
MzA20DQz0DYyO0DY10DMU4MDAWOTE3MDMzMzQwMjg3NzEZMJI received CONNACK (@)
MzA20DQz0DYyODY10DMU4MDAWOTE3MDMzMzQwM jg3NzEZMJI sending PUBLISH (de, q2, r®, ml, 'test/123d4/msg', ... (5 bytes))
MzA20DQz0DYyODY10DMU4MDAWOTE3MDMzMzQwMjg3NzEZMJI received PUBREC (Mid: 1)
MzA20DQz0DYyO0DY10DMU4MDAWOTE3MDMzMzQwMjg3NzEZMJI sending PUBREL (ml)
MzA20DQz0DYyO0DY10DMU4MDAWOTE3MDMzMzQwMjg3NzEZMJI received PUBCOMP (Mid: 1, RC:@)
MzA20DQz0DYyODY10DMUMDAWOTE3MDMzMzQwMjg3NzEzMJI sending DISCONNECT

ubuntu@LENOVO-LAPTOP: ~/MQTTS$ o




Running Mosquitto MQTT broker Under Docker

* Mosquitto is an open-source message broker that
Implements the MQTT protocol.

* It Is widely used for publish / subscribe messaging
In a variety of applications.

* Mosquitto supports MQTT protocol v3.1/3.1.1 and 5.0.

* An official Eclipse Mosquitto Docker image Is available
on Docker Hub.
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docker pull eclipse-mosquitto: latest

Create a local Mosquitto directory.

mkdir -p ~/.mosquitto

Create and edit the local configuration file.
nano ~/.mosquitto/mosquitto.conf

® B H B T

Pull the latest Docker image for Eclipse Mosquito.

allow_anonymous true
listener 1883
listener 9001
protocol websockets

persistence true
persistence_location /mosquitto/data/
log_dest file /mosquitto/log/mosquitto. log
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# Create and start a new container (named 'mosquitto')
# to run eclipse-mosquitto in detached mode.

$ docker run -d -p 1883:1883 -p 9001:9001 \
--name="mosquitto" \

-v ~/.mosquitto/mosquitto.conf:/mosquitto/config/mosquitto.conf \
-v /mosquitto/data \

-v /mosquitto/log \

eclipse-mosquitto: latest

Note: There are 3 directories used for Mosquitto configuration, persistent
storage and logs.

« /mosquitto/config
« /mosquitto/data
« /mosquitto/log

How to use Docker Compose for Mosquitto
see: https://github.com/sukesh-ak/setup-mosquitto-with-docker or M
https://cedalo.com/blog/mosquitto-docker-configuration-ultimate-guide/



https://github.com/sukesh-ak/setup-mosquitto-with-docker
https://cedalo.com/blog/mosquitto-docker-configuration-ultimate-guide/

Running Mosquitto MQTT Client Under Docker

B H OH F

Create and run a container from the eclipse-mosquitto image
and run the mosquitto_pub command inside the container.
Remove the container when 1t exits.

docker run -it --rm eclipse-mosquitto \

mosquitto_pub -d -h raspberrypi -p 1883 \

-t test/topic -m "Hello Mosquitto!"
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€ 2> C & wokwicom/projects/343045226095444562

WOKWI # SHARE L

W oo N G U P wN R

e e el =
o Vs WNRO

17

esp32_mqtt_client_demo.ino diagram.json libraries.txt arduino_secrets.h

Library Manager ~

#include <WiFiClientSecure.h> // changed from <WiFi.h>
#include <PubSubClient.h>
#include "arduino_secrets.h"

#define MQTT_BROKER "test.mosquitto.org"
#define MQTT_PORT (8883)

#define CLIENT_ID "arduino_client”
#define SUB_TOPIC "test/1234/#"
#define PUB_TOPIC "test/1234/msg"

#define INTERVAL_MSEC (5000)

WiFiClientSecure net; // ESP32 WiFi client (Secure)
PubSubClient client(net); // MQTT client
uint32_t last_pub_ts_msec = 9;

void connect() {
// connect the WiFi network first (if not already connected)
while (WiFi.status() != WL_CONNECTED) {
(1e00);

( "\n\nWiFi Connected: ");
( WiFi.localIP() ); // show the IP address

// connect/reconnect the MQTT broker
while ( !client.connect(CLIENT_ID, MQTT_USER, MQTT_PASS) ) {
(1000);

Simulation

e o o (H00:21.632 (#)56%

ESP32

Arduino-ESP32 Simulation using WokWi Simulator

WiFi Connected: 10.10.0.2 -
Published: 'hello id=1"'

Received: topic='test/1234/msg', payload='hello id=1', rtt=232 msec
Published: 'hello id=2'

Received: topic='test/1234/msg', payload='hello id=2', rtt=322 msec
Published: 'hello id=3"'

Received: topic='test/1234/msg', payload="'hello id=3', rtt=188 msec

w|n|g
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esp32_mqtt_client_demo_btn.ino - Wokwi A X +

& wokwi.com/projects/343132972237455956

WOKWI B sae A SHARE @

esp32_mqtt_client_demo.ino @ diagram.json libraries.txt arduino_secrets.h Simulation

Library Manager ™~ (0008299 (¥)48%
1 #include <WiFi.h> e ° o .
2 #include <WiFiClient.h> ®
3 #include <PubSubClient.h> // https://github.com/knolleary/pubsubclient/ E :
4 #include "arduino_secrets.h” =@
5 =50
6  #define BTN_PIN (5) § :
7 #define LED_PIN (13) e
8 0
9 #define MQTT_BROKER "test.mosquitto.org” : @
18 #define MQTT_PORT (1883) s :
11 #define CLIENT_ID "arduino_client"” - ™
12 #define SUB_TOPIC "test/1234/#" E [
13 #define PUB_TOPIC "test/1234/msg" s SN =
14 = ;
15 WiFiClient net; // ESP32 WiFi client .. !.
16 PubSubClient client(net); // MQTT client . . . . . .
S Arduino-ESP32 Simulation using WokWi Simulator
19 // connect the WiFi network first (if not already connected) -~
20 while (WiFi.status() != WL_CONNECTED) {
21 lelay(1000); WiFi Connected: 1@.10.0.2
22
23 ( "\n\nWiFi Connected: "); e
24 rintln( WiFi.localIP() ); // show the IP address Received: topic='test/1234/msg', payload='pressed’
25 // connect/reconnect the MQTT broker Received: topic='test/1234/msg', payload='pressed’
26 while ( !client.connect(CLIENT_ID, MQTT_USER, MQTT_PASS) ) { Received: topic='test/1234/msg’', payload='pressed’
27 delay(1000);
28 1 l l~ l 1 l O 44




Q) gqrzsklt;i;?rzpi ER MQTT Client
MQTT Client room/lamp
@

Publish in:

Node-RED Message: “ON”

v

Message: “ON”

Subscribe to: Lamp is ON
room/lamp
Python Web Server Raspberry Pi 1 v ESP8266
. . Publishin: :
MQTT Client Mosquitto Broker _ _ MQTT Client
/esp8266/gpio5
Publish in: >
« [esp8266/gpio5 Message: “1” : 4
A pgthon /esp8266/gp 4 4 - @ |
Message: “1”
_______ GPIO 5 -0ON
Subscribe to:
[esp8266/gpios
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https://randomnerdtutorials.com/

@ MQTT Explorer

Application  Edit  View

4+ Connections

raspberrypi.local

qtt://raspberrypi.local: 1883

test.mosquitto.org

maqtt://test. mosquitto.org:1883/

MQTT Connection matt://test. mosquitto.org: 1883/

Name

test.mosquitto.org

Protocol

maqtt:// -

test.mosquitto.org

Validate certificate

Encryption (tls)

Username

Password L8

DELETE

L2 ADVANCED

B save (1) CONNECT

Create a new MQTT broker connection
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@ MQTT Explorer

Application

Edit

View

+ Connections

raspberrypi.local

raspberrypi.local:1883

test.mosquitto.org

maqtt://test.mosquitto.org: 1883/

MQTT Connection maqtt://test.mosquitto.org: 1883/

Topic

test/mosquitto/#

Topic

test/mosquitto/#

MQTT Client ID
mqtt-explorer-b37a1036

@ CERTIFICATES

necify a topic for subscri
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@ MQTT Explorer

Application  Edit  View

=  MQTT Explorer

¥ test.mosquitto.org
¥ test

status = "Hello, mosquitto"

Q

Topic & i

v
Value v
Publish ~
Topic
test/mosquitto/status X

raw xml json

@ O O

"Hello, mosquittol'
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L] ubuntu@LENOVO-LAPTOP: ~

S MESSAGE=S (date) |
mosquitto pub -h test.mosquitto.org -p 1883 \
-t test/mosquitto/status -m "$MESSAGE" -g 2

:~9

S -




@ MQTT Explorer

Application  Edit  View

SA

MQTT Explorer Q, Search...

¥ test.mosquitto.org
V test

status = Tue Aug 6 05:32:27 +07 2024

MQTT Topic Subscription
using MQTT Explorer

Topic B B v
Value v
Publish ~
Topic

test/mosquitto/status X

raw xml json

@ O O

"Hello, mosquitto
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Arduino & MQTT

 Many Arduino-compatible boards have built-in WiFi
capabilities, making them ideal for connecting to MQTT brokers.

* Examples of such boards include:
- Espressif ESP32, ESP32-S2/S3, ESP32-C3/C6 SoC boards

- Arduino Uno R4 and compatible boards
- Raspberry Pi Pico W

e Arduino Libraries for MQTT clients are also available such as:
— Arduino PubSubClient library (v2.8)
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File

(=

Edit

esp32_mqtt_demo | Arduino IDE 2.3.2

Sketch  Tools  Help

BOARDS MANAGER

Type: Al v
VAV I KEMUVE

esp32 by Espressif
Systems

3.0.4 installed

Boards included in this package:

Bee Motion 53,
VALTRACK_V4_VTS_ESP32_C3,...
More info

3.04 v REMOVE

esp8266 by ESP8266
Community

3.1.1 installed

Boards included in this package:

DOIT ESP-Mx DevKit (ESP8285),
ESPectro Core, Generic ESP82...
More info
A

3141 REMOVE

esp32_maqtt_demo.ino  arduino_secrets.h

'Make sure that you have installed the latest version
:of Arduino Core for ESP32 in the Arduino IDE 2.x.

oSy v B

#include <WiFi.h>
10 #include <PubSubClient.h>
11 #include "arduino_secrets.h"

12

13 #define WIFI_TX_POWER WIFI_POWER_11dBm

14

15 #define MQTT_PORT (1883)

le

17 #define MQTT_BROKER "broker.hivemq.com"
18

19 #define CLIENT_ID "ArduinoESP32Client”
20 #define SUB_TOPIC "test/mosquitto/#"
21 #define PUB_TOPIC "test/mosquitto/status”
22 #define INTERVAL_MSEC (5@@0)

23

24 WiFicClient net;

A LAY RPN RPN, IR IR, [ DR i U

U
p)

Output

Sketch uses 921269 bytes (70%) of program storage space. Maximum is 1310720 bytes.
Global variables use 44988 bytes (13%) of dynamic memory, leaving 282692 bytes for local variable

Ln 8 Col 1 WEMOS LOLIN32 LiteonCOM17 (21 B
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esp32_mqtt_demo | Arduino IDE 2.3.2

File

Edit

Sketch

Tools  Help

Preferences

Settings Network
Sketchbook location:
c:\Users\rsp\Documents\Arduino BROWSE

[ Show files inside Sketches

Editor font size: 14

Interface scale: Automatic 80

Theme: Light v

Language: English v  (Reload required)

Show verbose output during compile @3 upload

Compiler warnings All v

(O Verify code after upload

Auto save

(0 Editor Quick Suggestions

Additional boards manager URLs: https://fespressif.github.io/arduino-esp32/package_esp32_dev_index.json,http... Q

Add the Board Manager URL for the Arduino ESP32 Core.
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esp32_maqtt_demo | Arduino IDE 2.3.2 — O X

File Edit Sketch Tools Help

Additional Boards Manager URLs

Enter additional URLs, one for each row

https://espressif.github.io/arduino-esp32/package _esp32_dev_index.json
https://github.com/earlephilhower/arduino-pico/releases/download/global/package_rp2040_index.json
https://github.com/stm32duino/BoardManagerFiles/raw/main/package_stmicroelectronics_index.json
https://sandeepmistry.github.io/arduino-nRF5/package nRF5 boards index json
https://www.pjrc.com/teensy/package teensy index.json

Click for a list of unofficial board support URLs

https://espressif.github.io/arduino-esp32/package esp32 dev index.json
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https://espressif.github.io/arduino-esp32/package_esp32_dev_index.json

esp32_mqtt_demo | Arduino IDE 2.3.2

File Edit Sketch Tools Help

Select Other Board and Port

Select both a Board and a Port if you want to upload a sketch.
If you only select a Board you will be able to compile, but not to upload your sketch.

BOARDS PORTS
wemo
LOLIN(WeMos) D1 R1 )
COM17 Serial Port (USB)
WEMOS D1 MINI ESP32
WEMOS D1 R32
WEMOS LOLIN32
WEMOS LOLIN32 Lite

WeMos WiFi&Bluetooth Battery

O Show all ports

Make sure you have selected the correct ESP32 target board
and serial port before starting the build and upload steps.
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Arduino-ESP32-MQTT-Client Demo

esp32_mqtt_demo | Arduino IDE 2.3.2

File Edit Sketch Tools Help

esp32 mqtt_demo.ino

arduino_secrets.h

Both NL & CR

-

- O X

b // Araulno-e>rsZ Lore vs.uv.Xx
7 // Arduino PubSubClient library v2.8
8
9 #include <WiFi.h>
10 #include <PubSubClient.h> // https://github.com/knolleary/pubsubclient/
11 #include "arduino_secrets.h" // Set your WiFI SSID and password in this file. —
12
13 #define WIFI_TX_POWER WIFI_POWER_11dBm
14
15 #define MQTT_PORT (1883) // no authentication
16 #define MQTT_BROKER "test.mosquitto.org”
17 //#define MQTT_BROKER "broker.hivemq.com"
18
19 #define CLIENT_ID "ArduincESP32Client”
20 #define SUB_TOPIC "test/mosquitto/#"
21 #define PUB_TOPIC "test/mosquitto/status”
22 #define INTERVAL_MSEC (5000)
23
24 WiFiclient net; // ESP32 WiFi client
25 PubSubClient client(net); // MQTT client
Output  Serial Monitor x vy @O =

115200 baud v

Published: Hello from Arduino-ESP32, message ID=26

Message received:
Topic: 'test/mosquitto/status’
Payload: '"Hello from Arduino-ESP32, message ID=26', rtt=62400 msec

RTT: 376 [msec]

Ln 29, Col 48 WEMOS LOLIN32 Liteon COM17 (22 B
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@ MQTT Explorer

Application  Edit  View

MQTT Explorer Q, Search...

¥ test.mosquitto.org
V test

status = Hello from Arduino-ESP32, message |ID=37

MQTT Topic Subscription
using MQTT Explorer

Topic B B v
Value v
Publish A
Topic

test/mosquitto/status X

raw xml json

@ O O
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MQTT Topic Subscription using Mosquitto Client for Ubuntu

L,__I ubuntu@LENOVO-LAPTOP: ~ — O
$ mosquitto sub -h test.mosquitto.org -p 1883 -t test/mosquitto/status [g

Hello from Arduino-ESP32, message ID=1
Hello from Arduino-ESP32, message ID=2
Hello from Arduino-ESP32, message ID=3
Hello from Arduino-ESP32, message ID=4




esp32_mqtt_demo | Arduino IDE 2.3.2 — O X

File Edit Sketch Tools Help COde Listing

esp32_mgqtt_demo.ino  arduino_secrets.h

9 #include <WiFi.h>
10 #include <PubSubcClient.h>
11 #include "arduino_secrets.h”

12

13 #define WIFI_TX_POWER WIFI_POWER_11dBm

14  #define MQTT_PORT (1883)

15 #define MQTT_BROKER "test.mosquitto.org”
16

17

18 #define CLIENT_ID "ArduinoESP32Client”
19 #define SUB_TOPIC "test/mosquitto/#"
20 #define PUB_TOPIC "test/mosquitto/status” o
21 #define INTERVAL_MSEC (5000)

22

23 WiFiClient net;
24 PubSubClient client(net);
25 uint32_t last_pub_ts_msec = 0;

26
27 void WiFi_connect() {
28 WiFi.mode( WIFI_STA );
29 WiFi.disconnect();
30
31 wifi_power_t tx_power = WIFI_TX_POWER;
32 WiFi.setTxPower( tx_power );
33 WiFi.begin( WIFI_SSID, WIFI_PASS );
34
35 while (WiFi.status() != WL_CONNECTED) { delay(1eee); }
36 Serial.println( "\n\nWiFi Connected: ");
37
38 Serial.println( String ("IP address: " ) + WiFi.localIP().toString() );
39 i
Output = 5

Col 1 LIN32 Liteon COM17 (22 B




esp32_mqtt_demo | Arduino IDE 2.3.2

File  Edit Sketch Tools Help COde LiSting

esp32 _mqtt_demo.ino  arduino_secrets.h

°
9 #include <WiFi.h>

10 #include <PubsubClient.h>

11 #include "arduino_secrets.h"

12

13 #define WIFI_TX_POWER WIFI_POWER_11dBm

14  #define MQTT_PORT (1883)

15 #define MQTT_BROKER "test.mosquitto.org"

16 .
17

18 #define CLIENT_ID "ArduinoESP32Client"

19 #define SUB_TOPIC "test/mosquitto/#"

20 #define PUB_TOPIC "test/mosquitto/status” Ll
21 #define INTERVAL_MSEC (5000)

22

23 WiFicClient net;
24 PubSubClient client(net);
25 uint32_t last_pub_ts_msec = @;

26
27 void WiFi_connect() {
28 WiFi.mode( WIFI_STA );
29 WiFi.disconnect();
30 wifi_power_t tx_power = WIFI_TX_POWER;
31 WiFi.setTxPower( tx_power );
32 WiFi.begin( WIFI_SSID, WIFI_PASS );
33
34 while (WiFi.status() != WL_CONNECTED) { delay(1eee); }
35 Serial.println( "\n\nWiFi Connected: ");
36
37 Serial.println( String ("IP address: " ) + WiFi.localIP().toString() );
38}
Output = 5

Ln38,Col2 WEMOSLOLIN32 LiteoncOM17 0 B




File Edit Sketch

39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69

esp32_mqtt_demo | Arduino IDE 2.3.2 - O X

esp32_mqtt_demo.ino  arduino_secrets.h

Qutput

Ln 82, Col 75 WEMOS LOLIN32 Liteon COM17 0 B

Code Listing

Tools  Help

void MQTT_connect() {

while ( !client.connect(CLIENT_ID, MQTT_USER, MQTT_PASS) ) {
delay(1lee0);
}
Serial.println( String("MQTT broker connected: ") + MQTT_BROKER + "port " + MQTT_PORT);
client.subscribe( SUB_TOPIC );

void onMessageReceived( char *topic, byte *payload, unsigned int len ) {
uint32_t now_msec = millis();
((char *)payload)[len] = '\@';
Serial.println( "Message received: ");

Serial.printf( " Topic: '%s'\n", topic );
Serial.printf( " Payload: '%s', rtt=%lu msec\n", (char *)payload );
Serial.printf( " RTT: %lu [msec]\n", now_msec-last_pub_ts_msec );

Serial.flush();

void setup() {
Serial.begin( 115200 );
Serial.println("\nArduino-ESP32 MQTT Client Demo...");
WiFi_connect();
client.setServer( MQTT_BROKER, MQTT_PORT );
client.setCallback( onMessageReceived );
client.setBufferSize( 1024 );
Serial.println("Connecting to MQTT broker...");
MQTT_connect();

= 6
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File  Edit Sketch

59
60
61
62
63
64
65
66
e7
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88

Qutput

esp32_mqtt_demo | Arduine IDE 2.3.2 — O X

Code Listing

esp32 _mgqtt demo.ino  arduino_secrets.h

void setup() {

void loop() {

Serial.begin( 115200 );
Serial.println("\nArduino-ESP32 MQTT Client Demo...");
WiFi_connect();

client.setServer( MQTT_BROKER, MQTT_PORT );
client.setCallback( onMessageReceived );
client.setBufferSize( 1024 );
Serial.println("Connecting to MQTT broker...");
MQTT_connect();

static uint32_t msg cnt = @;

static char msg[e4];

if ( !client.connected() ) {
MQTT_connect();

}

client.loop();

if ( millis() - last_pub_ts_msec >= INTERVAL_MSEC ) {
last_pub_ts_msec = millis();

sprintf( msg, "Hello from Arduinc-ESP32, message ID=%lu", ++msg_cnt );
client.publish( PUB_TOPIC, msg );

Serial.println( String("Published: ") + msg + "\n" );

Serial.flush();

Q Building sketch Ln 86, Col2 WEMOS LOLIN32 LiteoncoM17 (21 B
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esp32_mqtt_demo - arduino_secrets.h | Arduino IDE 2.3.2 d = = — O X
File Edit Sketch Tools Help CO e LIStIng
esp32 mqit demo.ino  arduino_secrets.h
1 const char WIFI_SSID[] = "YOUR WIFI_SSID";
2 const char WIFI_PASS[] = "YOUR_WIFI_PASSWORD";
3 const char MQTT_USER[] = "";
4 const char MQTT_PASS[] = "";
5
Output = O

Ln5, Col 1 WEMOS LOLIN32 LiteoncOM17 Q B
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B Fower

BN GND

[ ] Serial Pin
[ Analog Pin

[ | Control
B Physical Pin
[ | Port Pin
[ Touch Pin
7 DAC Pin

\~ PWM Pin

Emac XD
lEM.dC RXD1]
En,mc ﬂxr:w'

,.so Dz | rgsz_DZ_' | EMACTmﬂ {HsPI Q. _ﬂrc_rqli__. T DI quwﬂ_.‘.@' criol 2] [\ e

[rTci0 0]

[sensVIP | (ABENHY [ABET0N (e 36% [ —e

Lolin32 Lite pinout

lrTCio 3/

|rTEio 4|
lrrcio 5|
[rTC10 9]
arcio 8]
|RTEI0 6
[aTc10 7]
Hrcrol 7

[sensV/I [HBEIHY [iBE13Y [cr 397 IE]—e
lcae PL

E—
7 Gr 34% [l —e
VDET 2 | e1 7)) [cr 35% fE]—e
xt2132p [Touch 8 J;‘EQ&%J ‘crio32) [\ e
xtai3 2 [ToUeh 8) (ABelB) crio33] FE} e

[CAETY) [ABE28Y Grio25 [T\ e
lpAc 2 [Ae2 T (crio26 ) [\ e
m@ icrio27 [l
26 lcriold [\ e

voeT 1

| GND g

LED CHARGING
BAT

LED BUILT_IN
—ETEN
o £l crio22] LepBULTIN GeorlWP | [uoRTS | [EmacTXDI jwire SCL |
o/ L) crial9) fser @ ) [U0CTS | Emac ™00 5o MISO
o £l cri023/ Hs1STR vse D [sPt MOSH
o/ £ /cricl8/ 51 D7 | lspCLK) |sPt SCK
o/ Ef)cric 5/ Hs1 D6 |vspICS0 [Emach¥ClE spy S5
o/ ¥F) Griel7) 5105 | [u2TXD | [Ermac 018
o /FE criol6) 5104 | [u2RXD) [Emacthour
o/ £l crio 4] [ABEI0Y [Tuch0) sz D1 | i#spiHD || sp D1 | (emacT*ER] frcio10
o/ FE] s 0/ [@Be2 ) [felehd) cix 01 [emac T grciol 1/
o/ FF cro 2] ABce. 'FL]pyg_g_- sz DO | wspWP (50 D0 | Rrciol2
o~/-F] (cric1 5] (ADe23) [Teleh 3. /152CMD] HSPJCSO SDCMD | [EmachX03 Greipl 3 MT DO
o/ Fli) criol 3] (ABE lusz D3 ks D |/ so D3 | [emacR¥03 [arcio 4T CK

t)(apl.lﬁs.bhgﬂntm
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Raspberry Pi Pico-W Board

RP2040
| UARTO TX § 12COSDA § SPIORX 3 GPO__gb LR 40 Bl Power
| UARTO RX § 12COSCL § SPI0CSn § GP1__ J¥) X -39 IS B Ground
3 () 38 I UART/UART (default)
e X 37 Il GPIO,PIO, and PWM
5 2 ® el 3v3(0UT) | M Aoc
6 U (X35 B sPi/SPI(default)
| GP5__piler @ LR34 M 12C/12C (default)
8 2 LR 33 Syst i
| GP6__giige @ LR 32 B Debugging
[ 12C1SCL § SPIOTX 3 GP7 _Qligp @ LR 31
| GP8 _ pilge @ o i RUN |
UART1 RX § 12COSCL § SPI1CSn GP9 gitier ® 29 Infineon 43439
[ GND  RERESIe ° D)
GP10 plige ® X127
| GP11__glige @ L2 26
| UARTO TX § [2COSDA § SPI1RX 3 GP12 Qligp @ e g h GP19 § SPIOTX § I2C1SCL |
17X L2
[ GND  EEREeNe . GND
1920 (X122
202 o ol
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