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Agenda
● Access to remote servers using SSH
● Installation of OpenSSH server & client tools
● SSH authentication methods
● Remote file copy and remote program execution 

on Ubuntu servers using SSH
● Remote software development with VS Code IDE
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SSH
● SSH (Secure Shell) is a network protocol used for 

secure remote communication between two devices. 
● It provides a secure way to connect to a remote 

device over an unsecured network by encrypting 
all data transmitted between the devices.

● It supports public key cryptography for 
authenticating the devices and protecting the integrity 
of the data. 
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SSH
● SSH is based on a client-server architecture. 
● The SSH server runs on the remote machine, 

while the SSH client runs on the local machine.
● OpenSSH is an open source implementation of 

the SSH protocol.

https://www.openssh.com/ 
OpenSSH 

https://www.openssh.com/
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SSH
● The primary use of SSH is for secure remote login 

to a remote computer or server. 
● Once connected, users can execute commands on 

the remote system as if they were sitting in front of it.

● SSH also supports secure file transfer (e.g. scp), 
used to securely copy files between devices.
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SSH
● When a user (client) attempts to connect to a remote 

system using SSH, the server sends its public key 
to the client, which encrypts its session key with 
the server's public key and sends it back to the 
server. 

● The server decrypts the session key using its 
private key and uses this session key to encrypt all 
data transmitted between the client and the server.
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OpenSSH for Ubuntu
● Installation of the OpenSSH client and server:

$ sudo apt install openssh-client

$ sudo apt install openssh-server

$ sudo systemctl enable ssh

$ sudo systemctl start ssh

$ sudo systemctl status ssh

Note: sshd (OpenSSH server) is the daemon program for ssh client.

To login to a remote SSH server using the SSH client program:

    $ ssh <username@remote_server> -p <port_number> 

mailto:username@remote_server
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# Remove all existing entries for the host named "raspberrypi" 

# from the ~/.ssh/known_hosts file.

$ ssh-keygen -f ~/.ssh/known_hosts -R "raspberrypi"

# Use SSH client to remote access and login

# to the RPi SBC (hostname: "raspberrypi").

$ ssh pi@raspberrypi

SSH Client
Use a SSH client in Ubuntu to access a remote server (Raspberry Pi) in a LAN. 

Note: The default port number for SSH is 22.
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Installation of the OpenSSH Client for Windows
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OpenSSH for Windows
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Ubuntu VM Settings
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VirtualBox VM Settings: NAT (Network Access Translation)
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Enable port forwarding to allow SSH 
by forwarding the host port (e.g. 2222) 
to the guest port 22. 

Ubuntu VM Settings: SSH Port Forwarding
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SSH from Windows PowerShell to Ubuntu VM

Open the Windows PowerShell and run the ipconfig command.
Search for the IP address of the Ethernet adapter for Virtual-Box (Host-Only).
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SSH from Windows to Ubuntu VM (Guest OS)
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VirtualBox Networking Modes
● Host-only Adapter
● Bridged Adapter
● NAT Network
● Internal Network
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Host-only Networking 
● This mode allows communication between VMs and the host 

machine while isolating them from the external network.
– Communication between host and VMs: The VMs can 

communicate with the host machine and with each other through 
the Host-only Adapter.

– Isolation from external network: The VMs are isolated from the 
external network, such as the Internet or other physical computers.

● A virtual network interface, known as the "Host-only 
Adapter”, is created on the host machine.
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NAT Networking
● In NAT (Network Address Translation) mode,  

VirtualBox acts as a router between VMs  and the 
external network.

● This allows VMs to access the Internet while 
maintaining isolation from the host machine and other 
physical computers on the local network.
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Internal Networking
● Isolated Virtual Network: The VMs connected to this 

internal network can communicate with each other but 
remain isolated from the external network and other 
physical machines.

● Inter-VM Communication: VMs can communicate with 
each other over the internal network. 

● No Access to External Network: The VMs do not have 
direct access to the external network or the internet. 
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 Host-only Adapter with NAT
● It is possible to create two network adapters and add them 

to a VM.
– The Host-only Adapter will provide communication within the 

private network.

– The NAT adapter will handle internet connectivity.

● Ubuntu VM: Use Linux commands to  show the network adapters 
and IP addresses:

$ ip a

– Two network adapters such as enp0s3 and enp0s8.
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Use Host-only Adapter with NAT 
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Use Host-only Adapter with NAT 
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Bridged Networking
● With bridged networking, VirtualBox uses a device driver 

on the host system that filters data from the physical 
network adapter (wired or wireless).

● This enables the VirtualBox to intercept data from the 
physical network and inject data into it, effectively creating 
a software-based network interface. 

● Data can be sent from the Host to the virtual machine 
using this interface.
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Attach the Ubuntu VM to a bridged adapter 
(either a wired interface via LAN or 
a wireless adapter via WiFi).

To enable Bridged networking mode in VirtualBox
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Bridged Networking Mode
● Bridged mode has several advantages:

– Virtual machines can be easily accessed over a 
LAN without the need for NAT or Port Forwarding 
configuration.

– In Bridged mode, the VM will receive its own IP 
address from the DHCP server. This makes Bridged 
mode a suitable option for production environments.



  29Image source: https://linuxhint.com/use-virtualbox-bridged-adapter/ 

Bridged Networking Mode

https://linuxhint.com/use-virtualbox-bridged-adapter/
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Bridged Networking Mode
● Disadvantages when using Bridged mode: 

– If too many virtual machines or devices are 
connected to the network, the DHCP server 
may run out of IP addresses, or at least not be 
able to allocate IP addresses. 
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SSH Authentication Methods
● Password authentication (default method): 

The user provides his / her username and password 
to authenticate to the remote server.

● Public key authentication: This method uses 
public key cryptography to authenticate the user 
on the remote server. The client’s public key file 
must be copied to the remote SSH server.
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SSH Authentication
● Linux environments commonly use public-key and private-key 

pairs to drive authentication that doesn't require the use of  
passwords. 

● OpenSSH includes open source tools to help support key-based 
authentication, specifically:
– ssh-keygen for generating secure keys

– ssh-agent and ssh-add for securely storing private keys

– scp and sftp to securely copy public key files during initial use of 
a server

https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement   

https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
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SSH Authentication Methods

Ubuntu:

1) Create a new SSH key pair:

  $ ssh-keygen -t rsa -b 4096

2) Set the permissions on the private key file:

    $ chmod 600 $HOME/.ssh/id_rsa.pub

3) Copy the public key to the remote SSH server:

  $ ssh-copy-id <username@remote_server>

Now you should be able to log in from Ubuntu to the remote SSH server 
without entering a password.

mailto:username@remote_server
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Create Public Key / Private Key File for Windows.
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Copy the Public Key File from Windows PowerShell to Ubuntu VM.

type $env:USERPROFILE\.ssh\id_rsa.pub `
| ssh ubuntu@192.168.56.1 -p 2222 "cat >> .ssh/authorized_keys"
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Remote execution of commands in Ubuntu VM using SSH

Now you should be able to log in from Windows PowerShell to Ubuntu VM
without entering a password.
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Assignments
1) Download the image file (.iso) for Ubuntu Server and 

use the 22.04.x LTS version.

Download site: https://ubuntu.com/download/server.

2) Use the VirtualBox VM Manager to create a Ubuntu
 Server VM (with minimal installation).
– Network Setting: Host-Only Adapter + NAT.

– Start the VM in Normal mode (non-headless).

– Login into the system via the Linux console.

https://ubuntu.com/download/server
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Tasks: Ubuntu Server 1
● Request an IP from the DHCP server for the enp0s8 interface.

    $ sudo dhclient -1 enp0s8

● Check network interfaces: 

  $ ip link

● Check the IP address of the machine:

 $ ip a

● Check routing tables:

 $ ip route
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Tasks: Ubuntu Server 1
● Check the Internet connectivity using the ping command.

  $ ping 8.8.8.8 -c 5

  $ ping google.com -c 5

● Update Ubuntu software packages.

  $ sudo apt update 

  $ sudo apt upgrade -y && sudo apt dist-upgrade

● Install additional packages (if not already installed).

    $ sudo apt install nano less wget curl iputils-ping 
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Tasks: Ubuntu Server 1

 $ sudo nano /etc/netplan/00-installer-config.yaml

# This is a network configuration file for netplan.
network:
  ethernets:
    enp0s3:
      dhcp4: true
    enp0s8:
      dhcp4: true
  version: 2

Enable the DHCP client to request IP addresses for both network interfaces.
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Tasks: Ubuntu Server 1
● Change the host name of the server to "ubuntu-server-vm1".
● Edit the files using nano: "/etc/hostname" and "/etc/hosts".

● Check the SSH server status (it should be active/running).

  $ systemctl status ssh

●  Install the avahi-daemon service for mDNS and check its status.

  $ sudo apt install avahi-daemon

  $ systemctl status avahi-daemon

● Use the SSH client (in Windows PowerShell terminal) to connect 
to the server.
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Tasks: Ubuntu Server 2
● Create a new VM by full-cloning the first Ubuntu Server VM.

– Don't forget to re-generate a new MAC address.

● Start the VM in Normal mode (non-headless).

● Login into the system via the Linux console.

● Change the host name of the server to "ubuntu-server-vm2" 
by using the hostnamectl command.

$ sudo hostnamectl set-hostname "ubuntu-server-vm2"

$ hostname 
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Tasks: Ubuntu Server 2
● Recreate the machine ID hexstring in the following files:

 "/etc/machine-id" and "/var/lib/dbus/machine-id".

    $ sudo rm -f /etc/machine-id

  $ sudo dbus-uuidgen --ensure=/etc/machine-id

  $ sudo rm /var/lib/dbus/machine-id

  $ sudo dbus-uuidgen --ensure

● Reboot the server.

    $ sudo reboot
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Tasks: Ubuntu Server 2
● Use the SSH client (in Windows PowerShell terminal) 

to connect to the second Ubuntu server.

● Check the IP address of the server.

$ ip a

● Ping the first server by specifying its hostname.

    $ ping "ubunt-server-vm1.local" -c 5 

– Note: The first Ubuntu Server VM must be running.
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Task Ubuntu Server 2
● Check the OS release.

$ cat /etc/os-release | head -n 4 

● Check the current disk usage.
$ df -h 

● Check the current memory usage (in MB).
$ free -m 

● Check the Linux kernel version:
$ uname -pros 
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VS Code IDE
● Visual Studio Code (also called VS Code) is 

an open-source IDE developed by Microsoft. 
● It is designed to be lightweight and extensible, 

while also providing powerful features for coding 
and debugging.

● VS Code supports a wide range of programming 
languages and frameworks, including JavaScript, 
Python, C++, and many others.
https://github.com/microsoft/vscode 

https://github.com/microsoft/vscode
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Remote Development
● The VS Code Remote Development feature allows 

developers to work on their code in a remote 
environment, such as a virtual machine (e.g. WSL2), 
a docker container, or a remote server (via SSH). 

● This allows developers to use their local VS Code 
editor to write & debug code on a remote system, 
without having to switch between different tools or 
environments.
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Remote Development
● The VS Code Remote Development Pack is 

a collection of extensions and tools for the VS Code 
IDE that enable developers to use the Remote 
Development feature in VS Code. 

● It includes the Remote Development Extension, 
which provides the core functionality for connecting to 
and working in remote environments, as well as 
several other extensions.
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https://code.visualstudio.com/docs/remote/remote-overview 

Visual Studio Code Remote Development using SSH

https://code.visualstudio.com/docs/remote/ssh 

https://code.visualstudio.com/docs/remote/remote-overview
https://code.visualstudio.com/docs/remote/ssh
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Installation of Remote Development Pack in VS Code
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Remote-SSH Commands

Ctrl + Shift + P and 
Search for Remote-SSH 
Ctrl + Shift + P and 
Search for Remote-SSH 
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Connect to a remote-SSH host.
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Connect to a new SSH host (Ubuntu VM).



  58

Automatic Installation of VS Code Server on the host (Ubuntu VM)
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Open a folder on the remote host (Ubuntu VM).

Ubuntu Terminal on the 
remote host (Ubuntu VM)
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Create a Python script file.

Install the Python extension 
for Visual Studio Code 
on the remote host.
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Installation of the Python extension on the remote host (Ubuntu VM)
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Execution of the Python script on the remote host (Ubuntu VM)
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Install the C/C++ 
Extension Pack for 
Visual Studio Code 
on the remote host.

Create a new C source code file (main.c).
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Installation of the C/C++ Extension Pack
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#include <stdio.h>
#include <time.h>

int main(int argc, char *argv[]) {
    time_t current_time;
    struct tm *local_time;

    // Get current time
    current_time = time(NULL);

    // Convert current time to local time
    local_time = localtime(&current_time);

    printf( "Hello on Raspberry Pi!\n" );
    printf( "Current date and time: %s", asctime(local_time) );
    return 0;
}

Demo C code  (file: main.c)
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Compile and Run the C Program



  67

Run Linux commands in the remote terminal (Ubuntu VM)
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Using the VS Code IDE in WSL2-Ubuntu VM

1) Start  WSL2-Ubuntu.
2) Run the following command in the terminal to start VS Code.
  $ code ./ 
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Using the VS Code IDE in WSL2-Ubuntu



  70

Conclusions
● We have learned how to use SSH (Secure 

Shell) to access a remote Ubuntu server, using 
password-based and public-key authentication.

● We have learned how to use VS Code IDE with 
Remote Development Extensions Pack for 
remote software development.
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