Software Development Practice 1

Instructor: RSP <rawat.s@eng.kmutnb.ac.th>
Exploring Linux with QEMU

Objective

* Learn how to use QEMU on Windows machine to emulate Linux images such as Tiny
Core, Alpine Linux and Raspberry Pi 0S.
e Learn how to install Alpine Linux to a virtual disk.

* Learn how to configure the SSH server and access it via an SSH client.

Expected Learning Outcomes

* Students will be able to install and configure QEMU.

e Students will be able to test different Linux distribution using QEMU.

Task 1: Boot Tiny Core Linux with QEMU on Windows (64-bit)

1. Download the QEMU installation file from:https://gemu.weilnetz.de/w64/

* Use the latest version (e.g. gemu-w64-setup-20250422.exe).
¢ Run the installer and follow the on-screen instructions.

+ After installation, add the QEMU installation path to the Windows System
Environment Variable PATH.

Example: If QEMU is installed in C:\Program Files\gemu, add that directory to
PATH.
2. Download Tiny Core iso image file.Open Windows PowerShell and using the Invoke-
WebRequest command to download the ISO file.
> Invoke-WebRequest <URL> -OutFile <File>

File: http://tinycorelinux.net/16.x/x86_64/release/TinyCorePure64-current.iso

3. Create a virtual hard disk image. Open Windows PowerShell and run the following
command:

> gemu-img.exe create tinycore_x64.img 1G


https://qemu.weilnetz.de/w64/
http://tinycorelinux.net/16.x/x86_64/release/TinyCorePure64-current.iso

4. Boot into Tiny Core from CDROM image:

> gemu-system-x86_64.exe -m 256 -nic user
-boot d -cdrom TinyCorePure64-current.iso
-drive format=raw,file=tinycore_x64.1img
-netdev user,id=mynet0@, hostfwd=tcp::2222-:22
-device virtio-net-pci,netdev=mynet0

Note:
-m 256 Assigns 256MB of RAM to the VM.
-boot d Boots from the ISO (CD-ROM).
-cdrom Specifies the IS0 image.
-drive Attaches the virtual disk.

hostfwd=tcp::2222-:22 Forwards host port 2222 to guest SSH port 22.

Note that QEMU boots from the ISO image. When you boot from an ISO, Tiny Core
typically runs entirely in RAM. It is NOT running in a persistent mode where
changes are saved by default.

5. Run the following Linux command. Make sure that your Windows machine can connect
to the Internet.

# Show kernel and system info.

$ uname -a

# Show the current user name.

$ whoami

# Set the password for the current user (tc).
$ passwd

Install OpenSSH server.
tce-load -wi openssh

Install nano editor.
tce-load -wi nano

@ &« H#*

Create and edit SSH server configuration file.
sudo cp /usr/local/etc/ssh/sshd_config.orig /usr/local/etc/ssh/sshd_config

Start the OpenSSH serer.
sudo /usr/local/etc/init.d/openssh start

@ &« H#*

Verify the SSH server is running
sudo /usr/local/etc/init.d/openssh status
ps | grep sshd

&* A H*
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» Windows PowerShell X + ~

PS C:\Users\rsp> ssh -4 tc@localhost 2222
The authenticity of host '[localhost]:2222 ([127.0.0.1]:2222)' can't be established.
ED25519 key fingerprint is SHA256:S4vjTkpnrz881A6pPpzmOTLgm5/rVzhgbmCb2AMLsJc.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[localhost]:2222' (ED25519) to the list of known hosts.
tc@localhost's password:
C'>")
/) TC (\ Core is distributed with ABSOLUTELY NO WARRANTY.
(=== www . tinycorelinux.net

tc@box:~$ uname -a
Linux box 6.12.11-tinycore6d #1 SMP Sun Jan 26 16:50:13 UTC 2025 x86_64 GNU/Linux
tc@box:~$ whoami

tc
tc@box:~$ free -m

total free shared buff/cache available
Mem: 232 122 60 82 136
Swap: u3 u3
tc@box:~$ df -h
Filesystem Used Available Use% Mounted on
rootfs . 59 149.1M 29% /
tmpfs . 116.1M 0% /dev/shm
/dev/sr@ . 39. 100% /mnt/sr@
/dev/loop0@ . 2. 100% /tmp/tcloop/openssl
/dev/loopl . 1. 100% /tmp/tcloop/openssh
/dev/loop2 . . 100% /tmp/tcloop/ncursesw
/dev/loop3 . 328. 100% /tmp/tcloop/libzstd
/dev/loopt . . 100% /tmp/tcloop/file
/dev/loop5 . . 100% /tmp/tcloop/nano

Using SSH client in Windows PowerShell to access the TinyCore Linux on QEMU.

Questions

* How to use SSH client (e.g. the scp command) to copy a text file from Windows
drive to the home directory of the default user?

¢ Which command can be used to show the IP address of the network interface
eth® on Tiny Core machine?




Task 2: Boot Alpine Linux with QEMU on Windows (64-bit)

1. Download Alpine Linux image file (.iso) from:

https://alpinelinux.orqg/downloads/.

Open Windows PowerShell and using the Invoke-WebRequest command to download
the IS0 file.

> Invoke-WebRequest <URL> -OutFile <File>

https://dl-cdn.alpinelinux.org/alpine/v3.22/releases/aarch64/alpine-standard-
3.22.0-aarch64.iso -0 alpine-standard-3.22.0-aarch64.1iso

2. Download the UEF firmware file compiled for QEMU 64-bit. It is used to emulate
a UEFI BIOS environment for QEMU

o https://releases.linaro.org/components/kernel/uefi-1linaro/16.02/release/
gemu64/QEMU_EFI.fd -0 QEMU_EFI.fd

3. Create an empty virtual hard drive image using the qcow2 format
(QEMU Copy-On-Write version 2).

> C:\Tools\gemu\gemu-img.exe create -f gcow2 alpine.gcow2 1G

4. Boot Alpine in QEMU and install to virtual disk using the following command:

> C:\Tools\gemu\gemu-system-aarch64.exe °
-machine virt °
-Cpu cortex-a72
-m 512 °
-smp 2 °
-bios QEMU_EFI.fd °
-cdrom alpine-standard-3.22.0-aarch64.iso °
-drive file=alpine.qcow2, format=qcow2 °
-boot d °
-netdev user,id=net0@, hostfwd=tcp::2222-:22 °
-device virtio-net-device, netdev=neto °
-nographic

5. After boot, login as root and then install and setup Alpine-Linux on the virtual

disk:

$ setup-alpine

# Which disk(s) would you like to use? (or '?' for help) [none]
# Enter: vdb

# How would you like to use it?

# Choose: sys (not data or 1lvm)


https://alpinelinux.org/downloads/

6. Run some basic Linux commands as follows.
$ uname -a

$ cat /etc/os-release | head -5

7. Run the following commmands to updata APK package 1list, install openssh and
start the SSH server.

apk update

apk add openssh
rc-update add sshd
rc-service sshd start

* B B B

8. Install the nano text editor:

$ apk add nano

9. Configure the SSH server and add the following lines to enable SSH root login
and password-based authentication.

$ nano /etc/ssh/sshd_config
# Add the following to lines.
PermitRootLogin yes
PasswordAuthentication yes

To save changes to file in nano editor: Ctr1+0, Enter and Ctrl+X to exit

10. Restart the SSH server.

$ rc-service sshd restart

11. Turn off the Linux.

$ poweroff



12. Use QEMU to boot the Alpine Linux from disk again.

> C:\Tools\gemu\gemu-system-aarch64.exe
-machine virt
-Cpu cortex-a72
-m 512 °
-smp 2
-bios QEMU_EFI.fd °
-drive file=alpine.qcow2, format=qcow2
-netdev user,id=net0@, hostfwd=tcp::2222-:22 °
-device virtio-net-device, netdev=netO
-nographic

13. After alpine boot, use SSH client to connect. Connect to Alpine via SSH client
(from Windows environment).

> ssh -4 root@localhost -p 2222 -v

& Windows PowerShell 2

GNU GRUB version 2.12

Use the " and v keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e' to edit the commands
before booting or ‘c' for a command-line.
The highlighted entry will be executed automatically in Os.
Booting ‘Linux lts'

OpenRC 0.62.2 is starting up Linux 6.12.31-8-lts (aarchéd)

* [proc is already mounted

Booting Alpine Linux on QEMU



2 Windows PowerShell x  + v

Caching service dependencies ... [ ok ]

Caching service dependencies . [ ok 1]

Remounting devtmpfs on /dev ... [ ok ]

Mounting /dev/mqueue ... [ ok ]

Mounting modloop ... * Verifying modloop

ok 1]

Mounting security filesystem ... [ ok ]

Mounting debug filesystem ... [ ok ]

Mounting persistent storage (pstore) filesystem ... [ ok ]

* Mounting efivarfs filesystem ... [ ok ]
Mounting bpf filesystem ... [ ok ]
Starting busybox mdev ... [ ok ]

« Scanning hardware for mdev . [ok1]
Loading hardware drivers ... [ ok ]
Loading modules ... [ ok ]

Setting system clock using the hardware clock [UTC]
Checking local filesystems ... [ ok ]
Remounting filesystems ... [ ok ]
Mounting local filesystems ...
Configuring kernel parameters ..
Creating user login records ...
Cleaning /tmp directory ... [
Setting hostname . [ ok ]
« Starting busybox syslog ...
Starting firstboot ...

Welcome to Alpine Linux 3.22
Kernel 6.12.31-0-1ts on aarch64 (/dev/ttyAMA®)

localhost login:

% Windows PowerShell %  +

Hostname

Enter system hostname (fully qualified form, e.g. 'foo.example.org') [localhost] alpine

Interface
Available interfaces are: e .
Enter '?' for help on bridges, bonding and vlans.
Which one do you want to initialize? (or '?' or 'done') [ethO]
Ip address for eth®? (or 'dhecp', 'none', '?') [dhepl
Do you want to do any manual network configuration? (y/n) [n]
udhcpe: started, v1.37.0
udhcpe: broadcasting discover
udhcpe: broadcasting select for 10.0.2.15, server 10.0.2.2
udhcpc: lease of 10.0.2.15 obtained from 10.0.2.2, lease time 86400

Root Password

Changing password for root

New password:

Bad password: similar to hostname
Retype password:

Passwords don't match

passwd: password for root is unchanged
Please retry.

Changing password for root

Installing Alpine Linux on Virtual Disk



Task 3: Boot Raspberry Pi 0S with QEMU on Windows (64-bit)

1.

Download Raspberry Pi 0S image file for Raspberry Pi 3B (aarch64) from:
https://downloads.raspberrypi.com/raspios_lite_arm64/images/

e File: 2025-05-13-raspios-bookworm-armé64-1lite.img.xz

Unzip the image .xz file.

Use 7-Zip File Manager to extract the following files from the boot partition:
*  bcm2710-rpi-3-b-plus.dtb

« kernel8.img

Resize the image file.

> gemu-img.exe resize 2025-05-13-raspios-bookworm-armé4-lite.img 4G

. Convert the image file from .img to .qgcow2

> gemu-img.exe convert -f raw -0 gcow2 °
2025-05-13-raspios-bookworm-armé64-1lite.img °
2025-05-13-raspios-bookworm-armé64-1lite.qgcow2

Boot the Raspberry Pi 0S for Raspberry Pi 3B (64-bit).

> gemu-system-aarch64.exe °

-machine raspi3b °

-Cpu cortex-a72

-m 1024 °

-smp 4 °

-dtb bcm2710-rpi-3-b-plus.dtb °

-kernel kernel8.img °

-sd 2025-05-13-raspios-bookworm-armé4-lite.qcow2 °

-append "console=ttyAMA® root=/dev/mmcb1lkOp2 rw rootwait modules-
load=dwc2, g_ether rootfstype=ext4"

-usb °

-device usb-net, netdev=net0 °

-device usb-mouse °

-device usb-kbd °

-serial mon:stdio °

-netdev user,id=net0, hostfwd=tcp::2222-:22



File Extraction from the Boot Partition of the Image File
‘ C:\Work\QEMU\2025-05-13-raspios-bookworm-arm64-lite.img\ - [m] X
| File Edit View Favorites Tools Help

d = v @ = % i
Add Extract Test Copy Move Delete Info
) ‘D C\Work\QEMU\2025-05-13-raspios-bookworm-arm64-lite.img\ v
Name Size File System Offset Primary Begin.. End C.. Folders Files
D 536 870 912 FAT32-LBA 8 388 608 + 128-0-1 1023-..
[11img 2214 592 512 Linux 545 259 520 + 1023-.. 1023-..
M2 1535115 264 2759 852 032
LO / 3 object(s) select: |
| B C:\Work\QEMU\2025-05-13-raspios-bookworm-arm64-lite.img\0.fat\ - [m] X
| File Edit View Favorites Tools Help
F = v B = X il
| Add Extract Test Copy Move Delete Info
? ‘D C:\Work\QEMU\2025-05-13-raspios-bookworm-armé4-lite.img\0.fat\ v
Name Size Packe.. Modifi.. Created Access.. Attribu.. Short.. Folders Files
overlays 1110 .. 1449 .. 2025-.. 2025-.. 2025-.. D OVERL.. 0 356
[1bcm2710-rpi-2-b.dtb 32495 32768 2025-.. 2025-.. 2025-.. A BCM2..
[8lbcm2710-rpi-3-b-plus.db| 35322 36864 2025-.. 2025-.. 2025-. A BCM2..
| [1bcm2710-rpi-3-b.dtb 34 687 34816 2025-.. 2025-.. 2025-.. A BCM2..
[1bcm2710-rpi-cm0.dtb 33676 34816 2025-.. 2025-.. 2025-.. A BCM2..
[1bcm2710-rpi-cm3.dtb 32258 32768 2025-.. 2025-.. 2025-.. A BCM2...
[1bcm2710-rpi-zero-2-w.dtb 33 664 34816 2025-.. 2025-.. 2025-.. A BCM2..
[1bcm2710-rpi-zero-2.dtb 33664 34816 2025-.. 2025-.. 2025-.. A BCM2..
[bcm2711-rpi-4-b.dtb 56 211 57 344 2025-.. 2025-.. 2025-.. A BCM2...
[ becm2711-rpi-400.dtb 56 215 57 344 2025-.. 2025-.. 2025-.. A BCM2..
[1bcm2711-rpi-cm4-io.dth 39913 40960 2025-.. 2025-.. 2025-.. A BCF5D...
[becm2711-rpi-cm4.dtb 56 732 57 344 2025-.. 2025-.. 2025-.. A BCF5C..
1 /46 object(s) selec0 0 2025-04-30 12:45:16
C:\Work\QEMU\2025-05-13-raspios-bookworm-arm64-lite.img\0.fat\ - ] X
File Edit View Favorites Tools Help
$ = v @ = % i
Add Extract Test Copy Move Delete Info
? ‘D C\Work\QEMU\2025-05-13-raspios-bookworm-arm64-lite.img\0.fat\ v
Name Size Packe.. Modifi.. Created Access... Attribu.. Short.. Folders Files
Hissue.txt 145 2048 2025-.. 2025-.. 2025-.. A ISSUE....
[Mkernelg.img] 9726 .. 9728.. 2025-.. 2025-. 2025-.. A KERNE..
[ kernel_2712.img 9727 .. 9728.. 2025-.. 2025-.. 2025-.. A KERNE...
[ LICENCE.broadcom 1594 2048 2025-.. 2025-.. 2025-.. A LICEN...
[ startelf 2988 .. 2990.. 2025-.. 2025-.. 2025-.. A START...
[ startd.elf 2263 .. 2265..2025-.. 2025-.. 2025-.. A START...
[ startdcd.elf 814 140 815 104 2025-.. 2025-.. 2025-.. A START...
[ startddb.elf 3762 .. 3764..2025-.. 2025-.. 2025-.. A START...
[ start4x.elf 3011.. 3012..2025-.. 2025-.. 2025-.. A START...
[ start_cd.elf 814 140 815 104 2025-.. 2025-.. 2025-.. A START...
[ start_db.elf 4834.. 4835.. 2025-.. 2025-.. 2025-.. A START...
[ start_x.elf 3735.. 3735..2025-.. 2025-.. 2025-.. A START...

|1/ 46 object(s) selec0

0

2025-05-13 00:06:12




First-Run Installation Process for Raspberry Pi 0S

@ 0 - o x

Machine View

Keyboard Layout Setup (Thai language)

Package configuration

Configuring keyboard-configuration
Please select the layout matching the keyboard for this machine.

Keyboard layout:

English (UK)

English (UK) - English (UK, Colemak)

English (UK) - English (UK, Colemak-DH)

English (UK) - English (UK, Duorak)

English (UK) - English (UK, Duvorak, with UK punctuation)
English (UK) - English (UK, extended, Windous)
English (UK) - English (UK, intl., with dead keys)
English (UK) - English (UK, Macintosh)

English (UK) - English (UK, Macintosh, intl.)
English (UK) - Polish (British keyboard)

English (UK) - Scottish Gaelic

Dther

<Cancel>




Package configuration

1 Configuring keyboard-configuration |
The layout of keyboards varies per country, with some countries having multiple common
layouts. Please select the country of origin for the keyboard of this computer.

Country of origin for the keyboard:

Spanish (Latin American)
Swahili (Kenya)

Swahili (Tanzania)
Suwedish

Taiwanese

Ta jik

thai |
Tswana

Turkish

Turkmen

Ukrainian

Urdu (Pakistan)

Uzbek

UVietnamese

WUolof

<0k> <Cancel>

Package configuration

Configuring keyboard-configuration
Please select the layout matching the keyboard for this machine.

Keyboard layout:
Thai
Thai - Thai (Pattachote)

Thai - Thai (TIS-820.2538)
Other

<0k> <Cancel>

Keyboard Layout Setup (Thai)



Add a new user and set the password
(pi : raspberry as default)

Please enter new username:

<Cancel>

Please set a password for pi:

<Cancel>




Login on the Linux console

Debian GNU-/Linux 1Z raspberrypi ttyl
y IP address is 10.0.2.15 fecO::c156:ec3b:4bf?
i login: pi
1:6.12.25-1+rptl (2025-04-30) aarchb4

free software:
in the

an GNU-/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

a

Z5+rpt-rpi-uvB8 #1 SMP PREEMPT Debian 1:6.12.25-1+rptl ( . 30) aarch64 GNU

piBraspberrypi:

aspberrypi: sudo apt update && sudo apt upgrade —y

1 http:rsrdeb.d ian.org-sdebian bookworm InRelease [151 kB1]
http:rsd .org-sdebian-s ity booku i
http:/ra i ra .comsdebian bookworm InRelease [5
http:/sdeb.deb .orgsdebian bookworm-updates InRelease
http:rrd .org/debian bookworn/main 64
http:srarchive.ras ypi.comsdebian booku

Last update: 2025-06-28






